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UC Davis IT Environment

• 5000 servers

• 55,000 clients

• 170,000 user accounts 

• High-value research

• Student Health Center (HIPAA)

• 120 credit card merchants (PCI)

• DoD funded research

• PG&E substation

• Police, Fire, USDA

• Airport (KEDU)

• Personal residences

• Open access policies

• Massively distributed federated IT governance
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Security Operations at UC Davis



UCD SOC Technology Portfolio

• Domain-specific technology.

• Overlap technology that links core 
domains.

• All these system generate event 
streams. Currently 10,000 
events/sec and growing.

SOC workflows are about managing 
this information flow
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Security Operations Information Flow Categories

• Events (Input)
• Time-series data streams generated by SOC tech portfolio

• Used for manual and automated investigation

• Cross domain technology enables aggregation and correlation

• Configuration (Static Parameters)
• Relatively static system state and configuration

• Used to improve correlation with semantic enrichment

• Provides context for risk-based appraisal and reporting

• Directives (Output)
• Actions taken in response to investigation and appraisal

• Used to move systems from insecure to secure states

• Implements Incident Response
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Abstract Security Operations Workflow

Appraise

Respond

Investigate
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• Events
Data streams generated by system 
operations

• Configuration
Current system state and value

• Directives
Actions taken in response to 
investigation outcome



SOC Workflow Process
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Automating Security Operations



“In chess, sometimes the machine wins and 
sometimes the Grand Master wins. But a machine 
assisted amateur can beat them both.”

- Bennett Bertenthal, IU Prof. of Cognitive Science
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Leapfrog the SEIM and implement SOAR

• Automate, automate, automate.

• APIs instead of portals and dashboards.

• Standalone scripting vs. Software Engineering

• Use custom ML analytics to assist in security operations 
workflows
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We have raw data events.
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24 Hours of UC Davis Security Alerts



Automating Alert Investigations

• Packaging Security Investigations
• Alert stream provides pointers into the raw event stream (TCP conn, 

protocol decode, host logs)

• Bracket connection events matching alert features.

• Use Elastic REST API to automate alert filtering, connection 
matching and aggregation, and investigation packaging.
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Daily Investigation packages
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Daily Investigation Process

15



SOC Analytics



Outbound Encrypted Data Flow

The Problem

• What data leaves UC Davis?

• The lion’s share of network traffic is TLS encrypted.

• Large data transfers off-campus are normal.

• How to identify irregular data outflows from UCD to external clients?

Approach:

• Use all fields in the connection log (Bro/Zeek/Corelight conn.log) to identify anomalies: 
resp_ip_bytes, duration, ASN org, location, …

• Apply Isolation Forest AI algorithm to score anomalous connections.

• High anomaly score connections are added to the alert index for SOC investigation.
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Isolation “Score”
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Criteria for “Unusual”
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Why are we doing this?



Notable Cyber-security Incidents at UC

• UCSF Ransomware
• Affected a large and influential research group (not clinical)

• All computing resources encrypted and held for ransom

• UC paid ~$1M for the encryption keys to recover years of research

• UCOP Accellion Breach
• File transfer service used by the UC Office of the President hacked

• The software had an unpatched vulnerability

• Attackers obtained UC personnel private information and threatened 
release unless a ransom was paid



Ransomware Conditions are Ripe at UC Davis

• Move to remote work has left 100s of UCD systems exposed

• One device breached can lead to widespread compromise

• Installation of malicious “bot” programs remotely trigger 
widespread ransomware

• Many UCD computers are not managed by IT professionals and 
have unpatched critical software vulnerabilities.



How do we know? Internet traffic behavior.

• Collect network logs at the campus Internet 
border

• 1B connections per day

• Remote Work Exposure

• 3.5M failed Remote Desktop connections from RU 
per day. Matches CISA notice.

• 0.5M failed secure shell from CN per day

• They will guess correctly eventually

RU 
password 
guessing

CN 
password 
guessing

Alerts in 24 hours

• Multiple Cyber-intrusion detection systems

• Intrusion attempts

• ~1M connections per day from known bad sites

• 20k/day of obvious malicious behavior

• ISO SOC performs ~50 detailed investigations per 
day



How do we know? Vulnerability scanning.

• Search the entire campus daily for software 
vulnerabilities

• 5000 critical vulnerabilities

• 12k high

• 35k medium

• Patching these systems is our highest 
priority

• New vulnerabilities are announced every 
day

• 1/3 of critical vulnerabilities are less than 7 
days old

• Half are less than 30 days old.

• 10% have been present for more than 3 
months.



UCD Computing Account Security
The UCD SOC’s Eternal Struggle







==================================================
============xX USER ID N PASS Xx======
E-mail ID : tsjones
Password : Y87n%trsP3*lq+
============xX LOGIN CHECK Xx=====
IP : 105.112.22.2 | SOLID ST+NE : 1:22:40:pm || Thu-05-Apr-2022
==================================================





The Black Axe Hacker Group

• Started as a college fraternity in Nigeria.

• Quasi-religious cult.

• Does not use technically sophisticated 
computer hacks.

• Very skilled at large scale social-
engineering (human deception).

• Rapidly adapt to defensive 
countermeasures.

• Targets university environments.

https://www.wired.com/story/nigerian-email-scammers-more-
effective-than-ever/

Google: “black axe wired”

https://www.wired.com/story/nigerian-email-scammers-more-effective-than-ever/


What can we do? Make UCD a less attractive victim



What the ISO SOC is doing.

• Duo MFA everywhere. Even remote access workstations.

• Refine UC Davis specific network threat detection (ML based)

• Reduce blind spots 
1. Gain visibility into lateral movement between workstations/servers

2. Instrument devices to find malware execution on important systems

3. Share information with external partners to reveal malicious actors

• Implement Email security 2.0

• Identity-based networking (Net v4)



ISO Top Cyber-security Recommendations

1. Duo MFA Hygiene
• MFA has been a game changer for UC Davis. 

Large scale computing account compromise 
has disappeared

• Our adversaries react

• MFA Exhaustion – Send 100’s of MFA cellphone 
push messages. Users accept to silence their 
phone

• MFA Mimic – Credential phishing tells users to 
expect a Duo push even without a request.

• Make sure that you accept Duo pushes only 
after you have requested.

Duo cellphone push 
messages should 

only follow a send 
request



ISO Top Cyber-security Recommendations

2. Don’t make it easy – Patch
• NSA claims that nation state breaches 

usually exploit 2+ year old 
vulnerabilities.

• CISA publishes an actively exploited 
vulnerability list.

https://www.cisa.gov/known-exploited-vulnerabilities-catalog

• The ISO SOC scans for these weekly.
• 98% cannot be identified by network 

scanning.
• Host agent or privileged account 

scanning is key. The ISO SOC can 
assist.

ISO SOC scanning shows 1000’s of high
and critical vulnerabilities on campus 

greater than 90 days old

https://www.cisa.gov/known-exploited-vulnerabilities-catalog


ISO Top Cyber-security Recommendations

3. Protect remote interactive services
• Large numbers of remote access 

services were enabled following COVID 
work-from-home

• Includes RDP, SSH and VNC (Mac and 
Linux RDP)

• Massive password guessing campaigns 
target these services

• A single device joined to campus Active 
Directory exposes all campus accounts.

• Deny Internet access to these services 
– use a VPN with Duo MFA

RDP is favored by RU

RDP Password Guessing – 24 hrs

SSH is favored by CN

SSH Password Guessing – 24 hrs



Conclusion

• The UC Davis SOC actively prevents, detects and responds to malicious cyber attacks daily

• Automation is helping the UC Davis SOC cope with the large investigation workload

• The most common (and most serious) breach attempts are non-technical

• The entire UC Davis community must remain vigilant.

Next Steps

• Refine UC Davis specific automated network threat analytics (ML).

• Reduce blind spots 
1. Gain visibility into lateral movement between workstations/servers

2. Instrument devices to find malware execution on important systems

3. Share information with external partners to reveal malicious actors

• Implement Email security 2.0

• Identity-based networking (Net v4)

Questions? <jbrowe@ucdavis.edu>
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